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Abstract

Microsoft has made several enhancements to the interrupt architecture of the next release of the Microsoft® Windows® operating system, Microsoft Windows Vista™.  This paper provides an overview of those enhancements. Also included is programming information to allow driver developers to use these enhancements to create products for Windows Vista. 

This paper assumes that the reader is familiar with related concepts and issues for Windows XP and Microsoft Windows Server™ 2003. For information, see the Windows Driver Development Kit (DDK: http://www.microsoft.com/whdc/devtools/ddk/default.mspx).
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Introduction

Microsoft® Windows Vista™ includes several enhancements to the Windows interrupt architecture. These enhancements include support for new and extended features including:

· New interface for connecting to interrupts. Microsoft Windows® Vista introduces a new device-driver interface (DDI) named IoConnectInterruptEx. This interface supports new options (such as message-signaled interrupts, described below) and in general makes connecting to interrupts easier for driver writers.
· Message-signaled interrupts. Message-signaled interrupts (MSIs) provide an alternative to traditional line-based interrupts that properly equipped devices and their drivers can use. Windows Vista supports both PCI V2.2 MSI and PCI V3.0 MSI-X types of MSIs.

· Interrupt affinity. Enhancements to the Windows interrupt affinity mechanism allow driver writers to specify a subset of central processing units (CPUs) on which their interrupt service routines execute. Particularly significant is the addition of support that allows a driver writer to specify interrupt affinity on systems with Non-Uniform Memory Access (NUMA) architecture in terms of the “nearness” of their device to certain CPUs.

· Interrupt prioritization. This feature allows driver writers to indicate the general level of urgency of interrupts from their devices relative to those from other devices in the system.

The following sections of this paper describe each of these new features in more detail. The latter portion of this paper contains descriptions of new functions and registry values that are related to these enhancements.

Important note: Except for IoConnectInterruptEx, the enhancements described in this paper are not available on every platform or system that Windows Vista supports. Among other restrictions, these enhancements are available only on appropriately equipped systems that do not use an 8259-style interrupt controller. Support for message-signaled interrupts, for example, requires a Pentium 4 or IA64 system, plus a supporting hardware chipset that specifically provides MSI support.

For more information, refer to the individual description of each of these facilities in the following sections of this paper. 

Because the target audience for this paper is Windows driver developers, we use the term “device” to mean a single entity, represented by a single Peripheral Component Interconnect (PCI) configuration space, which provides I/O capabilities within the operating system. The PCI specification would use the term “function” in place of our use of “device.”

New Interface for Connecting to Interrupts

Windows Vista introduces a new function, IoConnectInterruptEx, as a backwardly-compatible replacement
 for the traditional function IoConnectInterrupt. As a result, use of the function IoConnectInterrupt is deprecated. Reference pages for IoConnectInterruptEx are provided at the end of this paper. The remainder of this section provides an introduction to this new function and its uses.

The prototype for IoConnectInterruptEx is:

NTSTATUS
IoConnectInterruptEx(IN OUT PIO_CONNECT_INTERRUPT_PARAMETERS Parameters);

The IO_CONNECT_INTERRUPT_PARAMETERS structure is used to provide parameters to, and receive information back from, IoConnectInterruptEx. The format for this data structure is as follows:

typedef struct _IO_CONNECT_INTERRUPT_PARAMETERS {

    IN OUT ULONG Version;    // Max Version == 3

    union {

        // LINE_BASED Version

        struct {

            IN  PDEVICE_OBJECT          PhysicalDeviceObject;

            OUT PKINTERRUPT             *InterruptObject;

            IN  PKSERVICE_ROUTINE       ServiceRoutine;

            IN  PVOID                   ServiceContext;

            IN  PKSPIN_LOCK             SpinLock;

            IN  KIRQL                   SynchronizeIrql;

            IN  BOOLEAN                 FloatingSave;

        } LineBased;

        // MESSAGED_BASED Version

        struct {

            IN  PDEVICE_OBJECT              PhysicalDeviceObject;

            union {

                OUT PVOID                       *Generic;

                OUT PIO_INTERRUPT_MESSAGE_INFO  *InterruptMessageTable;

                OUT PKINTERRUPT                 *InterruptObject;

            } ConnectionContext;

            IN  PKMESSAGE_SERVICE_ROUTINE   MessageServiceRoutine;

            IN  PVOID                       ServiceContext;

            IN  PKSPIN_LOCK                 SpinLock;

            IN  KIRQL                       SynchronizeIrql;

            IN  BOOLEAN                     FloatingSave;

            IN  PKSERVICE_ROUTINE           FallBackSerivceRoutine OPTIONAL;

        } MessageBased;

        // FULLY_SPECIFIED Version

        struct {

            IN  PDEVICE_OBJECT          PhysicalDeviceObject;

            OUT PKINTERRUPT             *InterruptObject;

            IN  PKSERVICE_ROUTINE       ServiceRoutine;

            IN  PVOID                   ServiceContext;

            IN  PKSPIN_LOCK             SpinLock;

            IN  KIRQL                   SynchronizeIrql;

            IN  BOOLEAN                 FloatingSave;

            IN  BOOLEAN                 ShareVector;

            IN  ULONG                   Vector;

            IN  KIRQL                   Irql;

            IN  KINTERRUPT_MODE         InterruptMode;

            IN  KAFFINITY               ProcessorEnableMask;

        } FullySpecified;

    };

} IO_CONNECT_INTERRUPT_PARAMETERS, *PIO_CONNECT_INTERRUPT_PARAMETERS;

IoConnectInterruptEx may be used in several different ways, each of which requires filling in a different portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure that is shown above. The caller identifies which set of input arguments it is providing (and hence which portion of the structure has been filled in) by setting the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure to a particular value. This value is described below.

One of the differences between IoConnectInterruptEx and the traditional IoConnectInterrupt function is that all versions of the new function require a pointer to a physical device object (PDO) to be provided as input. In some versions of IoConnectInterruptEx, the PDO pointer allows Windows to automatically identify the one or more interrupts to which to connect. However, it is important to note that, regardless of the version of IoConnectInterruptEx used, the PDO pointer is always a required input parameter.

IoConnectInterruptEx may be used to perform the following functions:

· Connect an interrupt service routine (ISR) to a traditional line-based interrupt that is associated with a given PDO. In this case, the driver writer sets the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure to CONNECT_LINE_BASED and fills in the LineBased portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure.

· Connect an interrupt message service routine (IMSR) to all the message-signaled interrupts that are associated with a given PDO. For this use, the driver writer sets the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure to CONNECT_MESSAGE_BASED and fills in the MessageBased portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure. This version of IoConnectInterruptEx also provides the option to fall back to connecting to a line-based interrupt if no MSIs have been granted to the device.

· Connect an ISR to one line-based interrupt or MSI, specifying the interrupt resource information that identifies the interrupt to which to connect. This version of IoConnectInterruptEx is most similar to the traditional IoConnectInterrupt function. To use this version of IoConnectInterruptEx, the driver writer sets the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure to CONNECT_FULLY_SPECIFIED and fills in the FullySpecified portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure. Note: This is the only version of IoConnectInterruptEx that is supported on Windows systems earlier than Windows Vista
.

Future implementations of IoConnectInterruptEx may provide additional functionality.

Using the CONNECT_LINE_BASED Version of IoConnectInterruptEx

Starting with Windows Vista, drivers connect an interrupt service routine to a traditional line-based interrupt by using IoConnectInterruptEx. In this case, the driver sets the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure to CONNECT_LINE_BASED and fills in the fields of the LineBased section of the IO_CONNECT_INTERRUPT_PARAMETERS structure with its input arguments. Because a pointer to the PDO that is associated with the interrupt is provided, IoConnectInterruptEx automatically identifies the interrupt resources to which to connect.

This version of IoConnectInterruptEx is supported only on Windows Vista and later systems.

The following is an example of calling the CONNECT_LINE_BASED version of IoConnectInterruptEx to connect to a line-based interrupt on Windows Vista:

IO_CONNECT_INTERRUPT_PARAMETERS params;
...

RtlZeroMemory( &params, sizeof(IO_CONNECT_INTERRUPT_PARAMETERS) );

//

// Indicate that we're filling in the LineBased structure, to

// connect to a traditional line-based interrupt.

//

params.Version = CONNECT_LINE_BASED;

//

// Provide the pointer to the PDO that identifies the

// device that is associated with this interrupt

//

params.LineBased.PhysicalDeviceObject = PhysicalDeviceObject;

//

// Storage for returned Interrupt Object pointer

//

params.LineBased.InterruptObject = &devExt->IntObj;

//

// Pointer to driver’s Interrupt Service Routine (ISR) and the

// context to be passed into that ISR.

//

params.LineBased.ServiceRoutine = MyDeviceIsr;

params.LineBased.ServiceContext = FunctionalDeviceObject;

//

// As is the case for most drivers, we do not require an

// external spin lock. In this case, the kernel will allocate

// a spin lock to protect our ISR internally. Also, note that

// by specifying SynchronizeIrql as zero, we default to the

// device’s interrupt IRQL.

//

params.LineBased.SpinLock = NULL;

params.LineBased.SynchronizeIrql = 0;

//

// No need to save the FP registers around our ISR

//

params.LineBased.FloatingSave = FALSE;

//

// Connect to the interrupt

//

status = IoConnectInterruptEx(&params);

if (!NT_SUCCESS(status))  {

    ...

}

When examining the code segment above, notice that the value CONNECT_LINE_BASED is passed in the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure and a pointer to the PDO that is associated with the interrupting device is passed in the PhysicalDeviceObject field.

Driver writers who are familiar with the traditional function IoConnectInterrupt will notice that far fewer parameters must be supplied when calling IoConnectInterruptEx. Notably absent is the interrupt resource information (such as vector, interrupt request level—IRQL, affinity, and whether the interrupt is edge‑ or level-triggered) that was previously required. Not having to provide this information makes IoConnectInterruptEx easier to use than its predecessor and also reduces the chance of error.

The CONNECT_LINE_BASED version of IoConnectInterruptEx returns an NTSTATUS value that indicates the success of the function. Upon success, it also returns a pointer to a KINTERRUPT object in the location that is pointed to by the value that was passed in the LineBased.InterruptObject field of the IO_CONNECT_INTERRUPT_PARAMETERS structure. This KINTERRUPT object pointer is required to call IoDisconnectInterruptEx to disconnect from the interrupt.

Using the CONNECT_MESSAGE_BASED Version of IoConnectInterruptEx

The version of IoConnectInterruptEx that is used to connect to MSIs depends on the specific usage model that is being implemented. In most cases, drivers that run exclusively on Windows Vista and later systems use the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx. However, for certain usage models or in certain specific situations, the CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx may also be used.

For details on the various MSI usage models and how IoConnectInterruptEx is used in each, refer to “Supporting Message-Signaled Interrupts in Your Driver,” later in this paper.
Using the CONNECT_FULLY_SPECIFIED Version of IoConnectInterruptEx

The CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx can be used to connect an ISR to a specific interrupt resource. This is accomplished by providing information about the interrupt to which to connect in the FullySpecified portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure and setting the Version field to CONNECT_FULLY_SPECIFIED. Note that, like other versions of IoConnectInterruptEx, the CONNECT_FULLY_SPECIFIED version requires a pointer to the PDO that is associated with the interrupt to be passed in the PhysicalDeviceObject field.

The interrupt resource information passed as input to IoConnectInterruptEx is typically supplied to the driver in its CM_RESOURCE_LIST during IRP_MN_START_DEVICE processing. A driver may connect to either an MSI or a line-based interrupt by using the CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx.

Except for the mechanics of parameter passing, this version of IoConnectInterruptEx is very similar to the traditional function IoConnectInterrupt.

Note that the CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx is supported on Windows 2000 and later for use by drivers that are built in the Windows Vista build environment of the Windows DDK. For details of how to build a driver that can call IoConnecInterruptEx on platforms earlier than Windows Vista, see “Calling IoConnectInterruptEx on Legacy Systems,” later in this paper.

The following example shows how the CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx may be used:

IO_CONNECT_INTERRUPT_PARAMETERS params;

...

RtlZeroMemory( &params, sizeof(IO_CONNECT_INTERRUPT_PARAMETERS) );

//

// Indicate that we're filling in the FullySpecified structure

//

params.Version = CONNECT_FULLY_SPECIFIED;

//

// Provide the pointer to the PDO that identifies the

// device that is associated with this interrupt

//

params.FullySpecified.PhysicalDeviceObject = PhysicalDeviceObject;

//

// Storage for returned Interrupt Object pointer

//

params.FullySpecified.InterruptObject = &devExt->IntObj;

//

// Pointer to driver’s Interrupt Service Routine (ISR) and the

// context to be passed into that ISR.

//

params.FullySpecified.ServiceRoutine = MyDeviceIsr;

params.FullySpecified.ServiceContext = FunctionalDeviceObject;

//

// As is the case for most drivers, we do not require an

// external spin lock. In this case, the kernel will allocate

// a spin lock to protect our ISR internally.

// We would provide a spin lock here if we needed to serialize

// multiple Interrupt Service Routines with each other.

//

params.FullySpecified.SpinLock = NULL;

//

// Now, specify the resource information that identifies the

// specific interrupt to connect to. We’re taking this

// information directly out of the CM_PARTIAL_RESOURCE_DESCRIPTOR

// that was passed to us in our list of translated resources.

//

params.FullySpecified.Vector = 

IntResource->u.MessageInterrupt.Translated.Vector;

params.FullySpecified.Irql = 

       (KIRQL)IntResource->u.MessageInterrupt.Translated.Interrupt.Level;

params.FullySpecified.SynchronizeIrql = 

(KIRQL)IntResource->u.MessageInterrupt.Translated.Interrupt.Level;

params.FullySpecified.ProcessorEnableMask = 

IntResource->u.MessageInterrupt.Translated.Interrupt.Affinity;

//

// Because we’re a PCI device, we know that our interrupts are

// level-triggerd, and we’re required to share them.

//

params.FullySpecified.InterruptMode = LevelSensitive;

params.FullySpecified.ShareVector = TRUE;

//

// No need to save the floating point regsiters around my

// ISR. Note that this would be required if, for example,

// we were using SSE2 intrinsics in our ISR.

//

params.FullySpecified.FloatingSave = FALSE;

//

// Now, let’s try to connect our ISR to the interrupt

//

status = IoConnectInterruptEx(&params);

if(!NT_SUCCESS(status)) {


...

}

As you can see from the code sample above, the CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx requires the caller to provide a complete description of the interrupt to which to connect. Note that even though the interrupt resource is fully described, a pointer to the PDO that is associated with the interrupt is still required to be passed in the PhysicalDeviceObject field.

The CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx returns an NTSTATUS value that indicates the success of the function. Upon success, it also returns a pointer to a KINTERRUPT object in the location pointed to by the value that was passed in the LineBased.InterruptObject field of the IO_CONNECT_INTERRUPT_PARAMETERS structure. This KINTERRUPT object pointer is required to call IoDisconnectInterruptEx to disconnect from the interrupt.
Using IoConnectInterruptEx on Legacy Systems

The Windows Vista build environment of the Windows DDK contains special code that enables a driver to call IoConnectInterruptEx on Windows 2000 and later
. This allows a driver writer to build a single binary image that works across multiple Windows platforms, yet still calls IoConnectInterruptEx. 

Important note: The procedures described in this section for using IoConnctInterruptEx on legacy systems were current at the time this paper was written. Although all the information in this paper is subject to change, new procedures for building backward-compatible drivers were being actively considered at the time of writing. For the latest information on this topic, check the most recent version of the Windows DDK.

To build a driver that calls IoConnectInterruptEx on legacy platforms, follow these steps:

· Build your driver in the Windows Vista build environment of the Windows DDK.

· Include the header file “iointex.h” immediately after including “wdm.h” or “ntddk.h” in your driver.

· Link your driver with “iointex.lib.” To do this, add the following line to your sources file:

TARGETLIBS=$(DDK_LIB_PATH) \iointex.lib
Only the CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx is able to connect to an interrupt when running on a Windows system earlier than Windows Vista. And, of course, when running on such a legacy system, IoConnectInterruptEx always connects to a line-based interrupt (because MSIs are not supported on Windows versions earlier than Windows Vista). 
Note that calling the CONNECT_LINE_BASED or CONNECT_MESSAGE_BASED versions of IoConnectInterruptEx returns an error on Windows systems earlier than Windows Vista.

When a driver is built as described in the steps above, a single driver binary can be built that supports MSIs on Windows Vista (including, optionally, even multiple MSIs through an IMSR) and also supports a single line-based interrupt on Windows 2000 or later legacy systems. 

The following steps provide an example of how one might design a driver that calls the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx on Windows Vista and later systems and calls the CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx on legacy systems. If built as described previously, a single binary image of this driver would work on Windows 2000 and later systems.

· Set up to call the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx by filling in the appropriate parameters in the MessageBased portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure. These parameters may optionally include a pointer to an ISR as well as a pointer to an IMSR to allow automatic fallback to a line-based interrupt (as described later in this paper). Set the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure to CONNECT_MESSAGE_BASED. 
· Call IoConnectInterruptEx, passing a pointer to the IO_CONNECT_INTERRUPT_PARAMETERS structure filled in as described above.

· If this call to IoConnectInterruptEx succeeds, then the driver is running on Windows Vista or later. Continue with processing the results from this call as described in “Supporting Message-Signaled Interrupts in Your Driver,” later in this paper. This may include checking the value that was returned in the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure to determine if a line-based Interrupt or an MSI was granted, depending on your input and the design of your driver.

· If the call to IoConnectInterruptEx that uses the CONNECT_MESSAGE_BASED parameters fails, check the value that was returned in the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure. If the Version field contains the value CONNECT_FULLY_SPECIFIED on return, the driver is running on a version of windows earlier than Windows Vista. In this case, proceed as follows:

· Set up to call the CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx. Fill in all the parameters in the FullySpecified portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure. This includes filling in the interrupt resource information (such as vector, affinity, IRQL, and so on) from the translated interrupt information that was provided in the CM_RESOURCE_DESCRIPTOR.

· Call IoConnectInterruptEx, passing a pointer to the IO_CONNECT_INTERRUPT_PARAMETERS structure filled in as described immediately above.

An example that implements these steps is shown below. Please refer to “Supporting Message-Signaled Interrupts in Your Driver,” later in this paper, for details on the MSI operations that are shown in this example. Refer to the previous section of this paper titled “Connecting to a Specific Interrupt Resource” for details on calling the FULLY_SPECIFIED version of IoConnectInterruptEx.
IO_CONNECT_INTERRUPT_PARAMETERS params;

...

RtlZeroMemory( &params, sizeof(IO_CONNECT_INTERRUPT_PARAMETERS) );

//

// FIRST we’ll try to connect to interrupts based on our PDO.

//

// We’ll try to connect our Interrupt Message Service Rotuine to

// all Message-Signaled Interrupts our device has been granted,

// with automatic fallback to a single line-based interrupt.

//

// THIS WILL ONLY SUCCEED IF WE’RE RUNNING ON VISTA OR LATER.

//

//

// Indicate version of structure we’re using

//

params.Version = CONNECT_MESSAGE_BASED;

params.MessageBased.PhysicalDeviceObject = PhysicalDeviceObject;

params.MessageBased.MessageServiceRoutine = MyDeviceMessageRoutine;

//

// In case we’re running on Vista, but on a system without 

// support for Message-Signaled Interrupts, we supply

// an ISR to connect to a Line Based Interrupt. Only ONE of

// our service routines, the IMSR or ISR, will actually be

// connected by IoConnectInterruptEx.

//

// Again, this automatic fall-back is not available when

// running on systems prior to Windows Vista.

//

params.MessageBased.FallBackServiceRoutine = MyDeviceIsr;

... // Other Message-Signaled Interrupt Parameters

... //                              are filled-in here

status = IoConnectInterruptEx(&params);

if ( NT_SUCCESS(status) ) {

//

// It worked, so we’re running on Vista or later.

//

... // Code goes here to identify if we were connected

... //   

to a line-based interrupt, or one or more

... //     


Message-Signaled Interrupts

} else {


//


// Got failure status back from our call to CONNECT_MESSAGE_BASED


// version of IoConnectInterruptEx.


//


//


// Check to see if we running on a legacy system

/// (i.e. a system before Vista)?


//

// Note that in addition to returning an error, when we’re

// running on a system prior to Windows Vista

// IoConnectInterruptEx will set the Version field


// of the IO_CONNECT_INTERRUPT_PARAMETERS structure to


// CONNECT_FULLY_SPECIFIED to indicate that this is the


// version of IoConnectInterruptEx that he supports.


//

if (params.Version == CONNECT_FULLY_SPECIFIED) {



//



// We are NOT running on Vista or later.



// Remember this



//



devExt->MessageUsed = FALSE;  // not using MSI/MSI-X



//



// We need to use the CONNECT_FULLY_SPECIFIED version



// of IoConnectInterruptEx to connect our ISR to a



// line-based interrupt.



//

params.FullySpecified.PhysicalDeviceObject =

 PhysicalDeviceObject;

params.FullySpecified.InterruptObject = &devExt->IntObj;

params.FullySpecified.ServiceRoutine = MyDeviceIsr;

... // Other parameters for calling the FULLY_SPECIFIED

... //   version of IoConnectInterruptex are filled-in here



status = IoConnectInterruptEx(&params);

}

}


if ( !NT_SUCCESS(status) ) {


//


// Non-recoverable error calling IoConnectInterruptEx


//


...
// clean up, etc.


return(status);

}
Message-Signaled Interrupts

Traditionally, when a device on the PCI bus wants to signal an interrupt to the system (and hence its driver), the device grounds one of its pins. This pin is named “INTx#” where x is within {A, B, C, D}. The specific pin is identified by the interrupt pin register in the device’s PCI common header. When an interrupt is requested, the interrupt signal is routed by a variety of system-specific means, eventually resulting in a processor being chosen for the interrupt. The chosen processor retrieves the interrupt dispatch table (IDT) vector from the interrupt controller and the interrupt is dispatched, which results in the device’s ISR eventually being called.

Line-based interrupts, as described above, have a number of limitations. These include:

· The number of discrete interrupts that are available on many systems is severely limited. This typically results in PCI devices sharing an interrupt with other devices on such systems.

· Each PCI device is limited to having only one interrupt.

· The system hardware is usually entirely responsible for deciding which processor in a multiprocessor system receives a given interrupt from the set of processors that were chosen by the operating system as possible targets. The amount of control that is available to either driver writers or system managers over which specific processor is chosen as an interrupt target is extremely limited. 

The use of MSIs provides an alternative to traditional line-based interrupts that addresses a number of these problems. Depending on how they are used, MSIs may also provide driver writers a number of other advantages over line-based interrupts. The following sections describe MSIs and their support under Windows Vista.

Message-Signaled Interrupts: The Basics

MSIs provide a device and its driver an alternative to traditional line-based interrupts. To generate an MSI, a device delivers a “message” to a specific memory address. The Windows operating system provides to the device and the device’s driver both the message content and the address to which the message is delivered. The hardware mechanisms by which devices support MSIs are defined in the PCI 2.2 and PCI 3.0 specifications.

The PCI 2.2 specification describes MSI capabilities. The PCI 3.0 specification also supports PCI 2.2-style MSI and adds an additional specification for an extended version of MSI called MSI-X
. 
As supported by Windows Vista, PCI V2.2 MSI has the following attributes:

· A device is programmed to deliver “messages” to specific memory addresses. The messages are 16-bit values that are mostly opaque to the device. The delivery of each message generates an interrupt.

· Because there is no acknowledgment of the message, the message effectively has edge-triggered semantics.

· A device with MSI enabled must not ground its INTx# pin. In other words, a device with MSI enabled must not generate traditional line-based interrupts.

· The device may optionally be programmed to deliver multiple messages. PCI 2.2 MSI supports up to 32 MSIs for each device. However, Windows Vista supports a maximum of 16 PCI 2.2 MSIs for each device
. Further, as defined by the PCI specification and implemented by Windows Vista, the number of MSI messages that a device supports must be an integral power of 2 (that is, the total number of messages for each PCI 2.2 MSI device must be 2X, where X=0-4). Each message goes to the same address, but the data payload is different. The device differentiates among its messages by modifying the low X bits of the message data.

As supported by Windows Vista, PCI 3.0 adds support for MSI-X, which has the following attributes:

· A device can be programmed to deliver “messages” to specific memory addresses. The messages are 32-bit values that are completely opaque to the device.

· Because there is no acknowledgment of the message, the message effectively has edge-triggered semantics.

· A device with MSI-X enabled must not ground its INTx# pin.

· The device may optionally be programmed to deliver multiple messages, though in a way that is different from PCI 2.2 MSI. Any number of messages may be requested, up to a maximum of 2,048 individual messages for each MSI-X device. 

· The address and data values that are used for each MSI-X interrupt are different, and the device does not modify these data values (as it does in PCI 2.2 MSI). 
Another difference between PCI 2.2 MSI and PCI 3.0 MSI-X interrupts is based on how Intel implements them in support of PCI devices
. According to Intel’s implementation
, bits 19:12 of the MSI address register are used to determine the message’s target processors. Because PCI 2.2 MSI provides only a single MSI address value, all such messages are targeted at the same group of (one or more) processors. However, because PCI 3.0 MSI-X provides a unique address/data pair for each MSI-X message, different messages may be targeted, in hardware, to different sets of target processors. This allows a device that supports MSI-X, with assistance from its driver, to dynamically determine the set of processors to which an interrupt is targeted. Of course, for both MSI and MSI‑X, the system hardware determines which specific processor, from among the chosen group, actually receives the interrupt.

Note that PCI 3.0 supports both MSI and MSI-X. A device may choose to support both MSI and MSI-X, but Windows enables support for only one of these mechanisms for each device. Within a given Windows system, it is not a problem if some devices support MSI and others support MSI‑X.

One difference of particular importance to device driver writers between MSIs and traditional PCI line-based interrupts is that PCI MSIs are effectively edge-triggered. This is because MSIs are requested by issuance of a message, and neither PCI 2.2 MSI nor PCI 3.0 MSI-X specifies any sort of message acknowledgment. This is in contrast to traditional PCI line-based interrupts, which are level-triggered. Driver writers must be sure to observe proper practices for handling the edge-triggered semantics inherent in MSIs. Details of handling edge-triggered semantics are described later in this paper.

Advantages of Using Message-Signaled Interrupts

MSIs provide a number of distinct advantages over line-based interrupts. 
Because the number of potentially available MSIs is limited only to the number of interrupt dispatch table (IDT) entries that are available on a system, devices that implement MSIs do not have to share interrupts with other devices
. As a result, interrupt latency may be lower and less subject to extreme variance. Interrupt processing overhead, as measured on a system-wide basis, is also lower. In addition, using MSI or MSI-X avoids the problems that are sometimes seen when a device is forced to share an interrupt with a driver that has design or coding defects in its ISR. Thus, using MSIs contributes to both enhanced system performance and greater overall system reliability.

Some devices use MSIs as an alternative to the use of line-based interrupts. As described previously, this ensures that the device does not have to share an interrupt with another device.

Because each MSI– or MSI-X–capable device can use multiple messages, MSIs also enable a number of usage models that are not possible when using traditional line-based interrupts. For example:

· Multiple queue dispatch. In this model, the driver uses the fact that its device can generate multiple different interrupts to effectively move the first level of decision-making into the hardware. The driver could, for example, use different MSIs to indicate different events such as write queue empty, read queue full, or processing error. In addition to reducing driver complexity, an advantage to this approach is that it could reduce the number of accesses that are performed on the device registers and thereby reduce the need to serialize the system’s I/O busses.
· Multiple driver breakout. In this model, a “master driver” associates one or more messages with each of the “subdrivers” that are involved with the device. As in the model above, this allows the first level of dispatching to be performed in hardware, not software. This is an example of an advanced design that is very difficult to achieve in Windows versions earlier than Windows Vista, in which MSIs are not supported.
· Multiple processor dispatch (available only to devices that support MSI‑X). In this model, a driver connects a message, or set of messages, to a specific set of processors in the system. Then, when the interrupt occurs the device can decide—in hardware—to which processor to target the interrupt (by choosing to send a message that has been targeted to the desired processor). This might be particularly useful in NUMA machines in which the interrupt could potentially be targeted to the same NUMA node in which a data buffer was returned.
Introduction to Supporting Message-Signaled Interrupts

Drivers support MSIs as a result of their devices including support for PCI 2.2 MSI, PCI 3.0 MSI-X or both
 (Note that Windows Vista, in accordance with the PCI specification, enables support only for either MSI or MSI-X for a device. Both are never enabled simultaneously.) Drivers must be specifically designed to take advantage of MSIs. The steps that a driver follows to support MSIs depends on the usage model that the driver and device implement. For example, a driver that supports a single MSI as a replacement for a line-based interrupt implements different logic than a driver that supports multiple processor dispatch by using MSI-X.

The rest of this section describes the steps that drivers typically take to support MSIs, based on the driver’s usage model. Note that these steps are guidelines and do not attempt to describe every possible valid implementation alternative. 

Message-Signaled Interrupts as a Line-Based Interrupt Alternative

Drivers that support a single MSI as an alternative to traditional line-based interrupt typically follow these steps:

· Indicate support for MSIs during device installation by setting specific values in the registry. In addition, during installation the driver may optionally specify the device’s desired affinity policy and indicate the device’s relative interrupt priority.

· Call the CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx by specifying the interrupt resource information that was passed to it during IRP_MN_START_DEVICE processing
. On platforms that support MSIs, the interrupt resources represent an MSI. On platforms that do not support MSIs, the interrupt resources represent a traditional line-based interrupt. A driver may determine whether an MSI or a line-based interrupt has been granted to the device by examining the Flags field of the translated CM_PARTIAL_RESOURCE_DESCRIPTOR for the CmResourceTypeInterrupt. For an MSI, the Flags field has both the CM_RESOURCE_INTERRUPT_LATCHED and CM_RESOURCE_INTERRUPT_MESSAGE flag bits set. For additional information, see “Identifying Message-Signaled Interrupt Resources,” later in this paper.

· Through an interrupt service routine (SR), properly process interrupts that the device generated, managing the device and requesting deferred procedure calls (DPCs) as required. This implies properly handling the edge-triggered semantics inherent in MSIs, when such interrupts are used. For more information, refer to “Processing Message-Signaled Interrupts,” later in this paper.

· Disable interrupts and call IoDisconnectInterruptEx to disconnect the ISR from the device.

This model results in the driver receiving a single MSI resource on platforms with MSI support and a traditional line-based interrupt resource on platforms that do not support MSIs. 

Message-Signaled Interrupts for Multiple Queue Dispatch

A driver that supports PCI 2.2 MSI or PCI 3.0 MSI-X may use multiple messages for multiple queue dispatch. As described previously, in this model a device uses a particular message to indicate a specific event to the driver. A driver that implements this usage model follows these steps:

· Indicate support for MSIs during device installation by setting specific values in the registry. In addition, during installation the driver may optionally specify the maximum number of MSIs for each device that the driver may receive, the device’s desired affinity policy, and an indication of the device’s relative interrupt priority.

· Call IoConnectInterruptEx, passing a pointer to an appropriately filled-in IO_CONNECT_INTERRUPT_PARAMETERS structure and specifying CONNECT_MESSAGE_BASED in the Version field. This attempts to connect the driver’s IMSR to all MSIs that the device can generate. The driver must be designed to “fall back” to using traditional line-based interrupts if an attempt to connect to an MSI fails. This may be accomplished by filling in the FallBackServiceRoutine field of the IO_CONNECT_INTERRUPT_PARAMETERS structure.

· If the call to IoConnectInterruptEx succeeds, the driver must check to see if it was connected to one or more MSIs or to a line-based interrupt. The driver does this by examining the value returned in the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure. If the value returned in the Version field is CONNECT_MESSAGE_BASED, the device was granted at least one MSI and the driver was successfully connected to all the MSIs that were granted to the device. In this case, the driver continues processing as follows:

· Check the number of MSIs that have been granted to its device and be ready to handle the case of fewer messages being granted than requested. This is discussed in more detail in “Connecting to Message-Signaled Interrupts,” later in this paper.
· Process any MSIs that occur. This includes handling calls to the driver’s IMSR, managing the device, and requesting DPCs as necessary. This implies properly handling the edge-triggered semantics that are inherent in MSIs. The message that the device uses to generate the interrupt can be identified by the MessageId parameter passed into the IMSR. For more information, refer to “Processing Message-Signaled Interrupts,” later in this paper.

· If after successfully calling IoConnectInterruptEx, the value returned in the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure is CONNECT_LINE_BASED, the driver is running on a system that lacks hardware support for MSIs. Therefore, the driver’s interrupt service routine pointed to by the FallBackServiceRoutine field was connected to the device’s line-based interrupt.

· Later, the driver must remember to disable interrupts on the device and call IoDisconnectInterruptEx to disconnect the ISR or IMSR from the device.

Message-Signaled Interrupts for Multiple Driver Breakout

A driver that supports PCI 2.2 MSI or PCI 3.0 MSI-X may use multiple messages for multiple driver breakout. As previously described, this allows a device to be handled by a “master driver” and one or more “subdrivers,” with each of the subdrivers having its own MSIs. Although the details of how this model is implemented will likely vary considerably, the general steps that are used to support this model are as follows:

· The master driver indicates support for MSIs during device installation by setting specific values in the registry. In addition, during installation the driver may optionally specify the maximum number of MSIs for each device that the driver may receive, the device’s desired affinity policy, and an indication of the device’s relative interrupt priority.

· The master driver connects to all MSI resources by calling the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx. The master then makes the IO_INTERRUPT_MESSAGE_INFO that was returned from this call available to each of the subdrivers. A pointer to the IO_INTERRUPT_MESSAGE_INFO table is returned in the InterruptMessageTable field of the IO_CONNECT_INTERRUPT_PARAMETERS structure. The mechanism that the master uses to pass this pointer to the subdriver is implementation-specific and may be implemented through IRP_MN_QUERY_INTERFACE by using a private interface type, a callback object, or any similar method.

· Each of the subdrivers examines the IO_INTERRUPT_MESSAGE_TABLE and identifies the messages to which it wants to connect. The subdrivers then call the CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx to connect to one or more specific MSIs that they want to handle.

· When an interrupt occurs, the master driver and the appropriate subdriver’s interrupt service routines are called directly. If more than one driver has registered for the same interrupt, their IMSR or ISR is each called one at a time. The driver properly processes the interrupt, managing the device and requesting DPCs as required. This implies properly handling the edge-triggered semantics that are inherent in MSIs, if such interrupts are used. For more information, refer to “Processing Message-Signaled Interrupts,” later in this paper.

· The master and subdrivers disable interrupts and call IoDisconnectInterruptEX to disconnect each ISR from the device.

Message-Signaled Interrupts for Multiple Processor Dispatch (MSI-X only)

Devices that support PCI 3.0 MSI-X may use MSIs to generate interrupts that are targeted to a specific set of processors in the system. This is perhaps the most complex use of MSIs. In general, the steps that a driver takes to use MSIs to support multiple processor dispatch are as follows:

· Indicate support for MSIs during device installation by setting specific values in the registry. In addition, during installation the driver may optionally specify the maximum number of MSIs for each device that the driver can receive and an indication of the device’s relative interrupt priority.

· Implement support for IRP_MJ_PNP as well as RP_MN_FILTER_RESOURCE_REQUIREMENTS. As part of this processing, the driver sets an affinity policy (and, if that policy requests targeting a specific set of processors, a KAFFINITY mask) for each CmResourceTypeInterrupt that describes an MSI in the IO_RESOURCE_DESCRIPTOR. Affinity policies are the same as those that may be specified in the registry (IrqPolicyXxxx), which are described in “Interrupt Affinity,” later in this paper. Note that the driver must be able to both “fall back” to using traditional line-based interrupts and use fewer messages than optimally requested. 

· Call the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx. This attempts to connect the driver’s IMSR to the all MSIs that the device can generate.

· Process the MSIs that the device generates through an IMSR, managing the device and requesting DPCs. This implies properly handling the edge-triggered semantics that are inherent in MSIs. The message that the device uses to generate the interrupt can be identified by the MessageId parameter that is passed into the IMSR. For more information, refer to “Processing Message-Signaled Interrupts,” later in this paper.

· Disable interrupts and call IoDisconnectInterruptEx to disconnect the IMSR from the device.

Supporting Message-Signaled Interrupts in the Driver

This section describes, in detail, how MSIs may be supported in a driver.

Making INF File Registry Entries

To enable MSI support, a driver must create specific registry entries during installation. These entries are typically made by the INF script
 that installs the driver, from within the INF’s DDInstall.HW section. All entries are made under the “Interrupt Management” key, which appears under the device’s instance data (hardware key) in the registry. For more information on this INF file section, refer to “INF DDInstall.HW Section” in the Windows DDK.

To enable MSI support, a driver must set the following registry value under the device’s instance data:

\Interrupt Management\MessageSignaledInterruptProperties 
MSISupported: REG_DWORD: 0x01 

This key may be set from the INF’s DDInstall.HW section, as shown in the following example. Note that the value must be added by using three separate lines because setup cannot automatically create keys that are multiple levels deep.

[MyDeviceInstall.hw]

AddReg = MyDeviceregistry

[MyDeviceregistry]

HKR, “Interrupt Management”, 0x00000010

HKR, “Interrupt Management\MessageSignaledInterruptProperties”,  
                                       0x00000010

HKR, “Interrupt Management\MessageSignaledInterruptProperties”, 







MSISupported, 0x00010001, 1

In addition to setting MSISupported, a driver may optionally specify the maximum number of individual MSIs to which it can connect from the device. This allows a driver to set an upper limit on the number of MSIs it will handle even if the device specifies more in its hardware configuration information. The following registry key is used for this purpose:

\Interrupt Management\MessageSignaledInterruptProperties 
MessageNumberLimit: REG_DWORD: Maximum Number of Messages 
This key may be set from the INF’s DDInstall.HW section, as shown in the following example, which sets the maximum number of MSIs to four:

[MyDeviceInstall.hw]

AddReg = MyDeviceregistry

[MyDeviceregistry]

…(other registry keys will appear here)…

HKR, “Interrupt Management”, 0x00000010

HKR, “Interrupt Management\MessageSignaledInterruptProperties”,  
                                 0x00000010

HKR, “Interrupt Management\MessageSignaledInterruptProperties”, 






MessageNumberLimit, 0x00010001, 4

This registry entry can be particularly useful in testing an MSI driver, to force the system to grant only a single message. This allows the driver to simulate the case in which multiple messages have been requested, but only one is granted by the system.

Optionally, a driver that supports MSIs may define a device affinity and interrupt policy. For information on how to set the registry keys to establish affinity and priority policies, refer to “Interrupt Affinity and Interrupt Prioritization,” later in this paper. Unless a specific policy is defined through the appropriate registry settings, devices that support MSIs have their affinity set to the machine default policy, which is IrqPolicyAllCloseProcessors on x86-based platforms and IrqlPolicyOneCloseProcessor on IA-64. By default, device priority is set to IrqArbPriorityNormal. 

Important note: Device drivers should not write to any of the registers (such as Message Address, Message Upper Address, and Message Data) in the MSI/MSI-X Capability Structure.  The operating system will fill in the registers with the proper values at configuration time.
Identifying Message-Signaled Interrupt Resources

During IRP_MJ_PNP, IRP_MN_START_DEVICE processing, a driver that supports MSIs may attempt to locate one or more MSI resources. These resources can be identified from within the driver’s CM_RESOURCE_LIST of translated resources. If the system on which the driver is running does not support MSIs, no MSI resources are provided to the driver in the translated CM_RESOURCE_LIST and the driver instead receives a resource that describes a traditional line-based interrupt.

The most common reason that a device that supports MSIs would not be granted any MSI resources is that the device is running on a system without the necessary CPU or chipset hardware for MSI support. 

Important note: Every driver and device that supports MSIs, whether PCI 2.2 MSI or PCI 3.0 MSI-X, must anticipate and properly support falling back to the use of traditional line-based interrupts when the operating system does not provide MSI resources.

The format for the CM_PARTIAL_RESOURCE_DESCRIPTOR within the raw CM_RESOURCE_LIST is:

Raw CM_PARTIAL_RESOURCE_DESCRIPTOR for Message-Signaled Interrupt

	Field
	Value

	Type
	CmResourceTypeInterrupt

	ShareDisposition
	CmResourceShareDeviceExclusive

	Flags
	CM_RESOURCE_INTERRUPT_LATCHED | CM_RESOURCE_INTERRUPT_MESSAGE

	MessageInterrupt.Raw.DataPayload
	Data value that the device uses to generate the MSI

	MessageInterrupt.Raw.MessageCount
	Count of MSIs that were granted for this interrupt resource

	MessageInterrupt.Raw.Vector
	(Reserved to system)

	MessageInterrupt.Raw.MessageTargetAddress
	Physical address to which the DataPayload value is sent to generate the interrupt


The format for the CM_PARTIAL_RESOURCE_DESCRIPTOR within the translated CM_RESOURCE_LIST is:

Translated CM_PARTIAL_RESOURCE_DESCRIPTOR for Message-Signaled Interrupt

	Field
	Value

	Type
	CmResourceTypeInterrupt

	ShareDisposition
	CmResourceShareDeviceExclusive

	Flags
	CM_RESOURCE_INTERRUPT_LATCHED | CM_RESOURCE_INTERRUPT_MESSAGE

	MessageInterrupt.Level
	Device’s IRQL

	MessageInterrupt. Vector
	(Reserved to system)

	MessageInterrupt.Affinity
	Target processor set


If the system drivers support MSIs, then the drivers for devices that support PCI 2.2 MSI will receive a single MSI resource because PCI 2.2 MSI messages are always delivered to the same address. Drivers for devices that support PCI 3.0 MSI-X receive one MSI resource for each message (again, if the system supports MSIs). This is because each PCI 3.0 MSI-X message and address pair are unique.

The fact that one (or, in the case of PCI 3.0 MSI-X, more than one) MSI resource appears in the driver’s translated CM_RESOURCE_LIST does not imply that the full number of MSIs has been granted to the device. The driver must determine the number of messages actually granted. This may be done after calling IoConnectInterruptEx (where the number of messages that are granted is returned in the MessageCount field of the IO_MESSAGE_INTERRUPT_INFO structure). Alternatively, the driver may determine the number of messages granted during IRP_MN_START_DEVICE processing by checking the raw CM_RESOURCE_LIST entry for each CmResourceTypeInterrupt for an MSI. As with translated interrupt resources, MSIs may be identified in the raw resources by their having both CM_RESOURCE_INTERRUPT_LATCHED and CM_RESOURCE_INTERRUPT_MESSAGE set in the Flags field of their CM_PARTIAL_RESOURCE_DESCRIPTOR entries. The MessageCount field of these entries indicates the number of MSIs that are granted.

Connecting to Message-Signaled Interrupts

A driver that supports MSIs connects to those interrupts by using the function IoConnectInterruptEx, which was described previously. Both the CONNECT_MESSAGE_BASED and CONNECT_FULLY_SPECIFIED versions of IoConnectInterruptEx may be used to connect to MSIs.

This section describes the details of using IoConnectInterruptEx to connect to MSIs.

Connecting to Message-Signaled Interrupt Using
CONNECT_MESSAGE_ BASED

A driver connects an IMSR to all the MSIs that are associated with a PDO by using the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx. The driver places its input parameters in the MessageBased section of the IO_CONNECT_INTERRUPT_PARAMETERS structure and sets the Version field of this structure to CONNECT_MESSAGE_BASED. IoConnectInterruptEx automatically identifies the interrupt resources to which to connect by using the pointer to the PDO that is supplied in the PhysicalDeviceObject field.

An IMSR differs from a traditional ISR in that it supplies an extra input parameter that identifies the MSI message number that generated the interrupt.

Because MSIs may not be available on all systems on which the driver runs (because of a lack of MSI support in the underlying system hardware, for example), drivers using MSIs must be written to be able to “fall back” to using an ISR and a single traditional line-based interrupt.

The following example demonstrates calling IoConnectInterruptEx to connect an IMSR to all the MSIs that are associated with a device. This example also demonstrates how IoConnectInterruptEx can optionally be set up to automatically fall back to an ISR for a line-based interrupt. 
IO_CONNECT_INTERRUPT_PARAMETERS params;

...

RtlZeroMemory( &params, sizeof(IO_CONNECT_INTERRUPT_PARAMETERS) );

//

// Indicate that we're filling in the MessageBased structure, to

// connect to a traditional line-based interrupt.

//

params.Version = CONNECT_MESSAGE_BASED;

//

// Provide the pointer to the PDO that identifies the

// device that is associated with this interrupt

//

params.MessageBased.PhysicalDeviceObject = PhysicalDeviceObject;

//

// Storage for pointer returned by IoConnectInterruptEx. Note

// that this could be either a pointer to an

// IO_INTERRUPT_MESSAGE_INFO structure or a pointer to a KINTERRUPT

// (interrupt object). Which one is returned depends on whether

// our device has be granted any Message-Signaled Interrupts or

// if we fall back to using a single line-based interrupt.

//

// To accommodate the return of either one, we fill in the

// “generic” field, which is just a PVOID pointer. We’ll figure

// out what was returned based on the value returned in the

// Version field by IoConnectInterruptEx.

//

params.MessageBased.ConnectionContext.Generic = 

&devExt->ConnectionContext;

//

// Pointer to driver’s Interrupt Message Service Routine (IMSR)
// and the context to be passed into that IMSR.

//

params.MessageBased.MessageServiceRoutine = MyDeviceMessageRoutine;

params.MessageBased.ServiceContext = FunctionalDeviceObject;

//

// In case we’re running on a system that doesn’t have support

// for Message-Signaled Interrupts in its hardware, we also

// supply a pointer to a standard Interrupt Service Routine. This

// allows IoConnectInterruptEx to automatically fall-back to

// connecting our ISR to our line-based interrupt in this case.

// 

// Note: If Message-Signaled Interrupts ARE granted to our device,

// this ISR *is not used*

//

params.MessageBased.FallBackServiceRoutine = MyDeviceIsr;

//

// Because our device requests, and is likely to be granted,

// multiple messages, we use a single spin lock to serialize 

// execution of all invocations of our IMSR.

//

// This lock is optional, and typically it's used if shared

// device registers or data structures are accessed within the

// IMSR. By not specifying a Synchronize IRQL,

// IoConnectInterruptEx will automagically compute the

// Synchronize IRQL for us, which is rather handy.

// 

KeInitializeSpinLock(&devExt->IMSRLock);

params.MessageBased.SpinLock = &devExt->IMSRLock;

params.MessageBased.SynchronizeIrql = 0;

//

// No need to save the FP registers around our ISR

//

params.MessageBased.FloatingSave = FALSE;

//

// Connect to the interrupt

//

status = IoConnectInterruptEx(&params);

if (!NT_SUCCESS(status))  {


//

// The call to IoConnectInterruptEx failed.

// This is probably a fatal error, caused by

// a bug in our driver

//

    ...

// clean up


return(status);

}

//

// The call to IoConnectInterruptEx SUCCEEDED

//

//

// Save the type of interrupt connected. We’ll use this

// and also the returned connection context later when we

// need to disconnect from the interrupt.

//

devExt->Version = params.Version;

// Check to see... Did we connect to any Message-Signaled

// Interrupts, or did we have to fall back to using

// traditional line-based interrupts?  IoConnectInterruptEx

// sets the Version field to indicate the interrupt type

// to which we actually were connected.

//

if(params.Version == CONNECT_MESSAGE_BASED) {


PIO_INTERRUPT_MESSAGE_INFO msgInfo;


//


// Because we succeeded in connceting to one or more Message-Signaled

// Interrupts, the connection context that was returned was

// a pointer to an IO_INTERRUPT_MESSAGE_INFO structure.

//

msgInfo = (PIO_INTERRUPT_MESSAGE_INFO)devExt->ConnectionContext;

devExt->MessageUsed = TRUE;


//


// Get count of Message-Signaled Interrupts we were granted


// Note: Even though our device requests more, we could be granted


// only 1 Message-Signaled Interrupt in certain situations.


// Deal with that here...

//

devExt->MessageCount = msgInfo->MessageCount;


...
// other processing here

} else {


ASSERT(params.Version == CONNECT_LINE_BASED);


devExt->MessageUsed = FALSE;


devExt->MessageCount = 0;


}
The code fragment above illustrates a number of important points about using the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx. Specifically:

· When you call the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx, you may optionally supply a pointer to an ISR in the FallBackServiceRoutine field of the MessageBased portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure. If IoConnectInterruptEx fails to find any MSIs for the device, it automatically connects the device’s line-based interrupt to the specified ISR. Upon return from the function, a driver may determine whether MSIs or a line-based interrupt was connected, based on the value returned in the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure. This is described further below.

· IoConnectInterruptEx allows the driver to specify a spinlock for serializing multiple interrupt message service routines (IMSRs). The driver may also define the IRQL at which the IMSRs will run by specifying a value for SynchronizeIrql that is at least as high as the highest IRQL that any of the IMSRs use. Alternatively, the driver may specify zero for the SynchronizeIrql parameter. This results in IoConnectInterruptEx automatically determining the appropriate IRQL to use as SynchronizeIrql. Upon successful return from IoConnectInterruptEx, the SynchronizeIRQL that was used internally is returned in the UnifiedIrql field of the IO_INTERRUPT_MESSAGE_INFO structure.

· When IoConnectInterruptEx returns a success status, you may determine whether a line-based interrupt or an MSI was connected by checking the value that was returned in the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure. The value of the Version field is one of the following:

· CONNECT_MESSAGE_BASED. IoConnectInterruptEx successfully connected to all the MSIs that were granted to the device. The value that was returned in the location pointed to by the contents of the ConnectionContext.Generic field is a pointer to an IO_INTERRUPT_MESSAGE_INFO structure. This value (and the value returned in the Version field) must be saved to enable IoDisconnectInterruptEx to be called.

· CONNECT_LINE_BASED. IoConnectInterruptEx successfully connected to a line-based interrupt because MSIs were not available. The value returned in the location pointed to by the contents of the ConnectionContext.Generic field is a pointer to a KINTERRUPT object. This value (and the value returned in the Version field) must be saved to enable IoDisconnectInterruptEx to be called.

· If IoConnectInterruptEx returns an error status, drivers may optionally check the value that was returned in the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure to see if has been set to CONNECT_FULLY_SPECIFIED. This value is returned when the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx is called on systems earlier than Windows Vista.

· Even if IoConnectInterruptEx succeeds, if CONNECT_MESSAGE_BASED is returned in the Version field and MSI support is available in the hardware, Windows may not be able to grant the full number of MSI messages that the device requested. This may be because of system conditions or an extreme number of messages being requested. In this case, Windows Vista grants a single message to the device. This is true any time the total number of messages cannot be granted, even if granting significantly more than 1 message might have been possible. The intent of this policy is to simplify logic by limiting the possible permutations of granted messages. 
As a general policy, devices and their drivers should never request more than 64 messages for MSI-X (Windows Vista limits PCI 2.2 MSI devices to no more than 16 messages). However, the configuration of the requested number of messages relative to processor affinity may be just as important as the absolute number of messages when determining how many messages can be granted. For example, a device that supports PCI 3.0 MSI-X that requests 2,048 messages, with an affinity policy of IrqPolicyAllProcessorsInMachine, is almost never granted more than one message because of configuration limitations (specifically, in this case, the number of free IDT entries that are available on each processor). On the other hand, a device could request 256 total messages on a 64-processor system, with an affinity policy of IrqPolicySpecifiedProcessors and matching KAFFINITY values that indicate that four messages are to be configured for each processor. These messages are likely to be granted even though they exceed the recommended 64-message maximum guideline.
Important Note: Every driver and device that supports MSIs, whether PCI 2.2 MSI or PCI 3.0 MSI-X, must anticipate and properly support the condition when only one MSI is granted to the device. Note that this is in addition to the condition described previously in which no MSIs could be granted to the device and the device had to fall back to using line-based interrupts.

Connecting to Message-Signaled Interrupts by Using CONNECT_FULLY_SPECIFIED

The CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx may be used to connect to a specific interrupt, which may be either an MSI or a line-based interrupt. The interrupt to connect to is described by its resources. The driver typically receives its resources in the translated CM_RESOURCE_LIST that was provided to the driver during IRP_MN_START_DEVICE processing.

Because only a single interrupt is connected by the CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx and the interrupt to which to connect must be fully specified, no special handling is required to deal with MSIs. Refer to “Connecting to a Specific Interrupt Resource,” earlier in this paper.

Processing Message-Signaled Interrupts

A driver that supports MSIs may use either an interrupt service routine (ISR) or an IMSR to handle its MSIs. A driver uses an ISR if it called the CONNECT_FULLY_SPECIFIED version IoConnectInterruptEx to connect to one or more specific MSIs. A driver uses an IMSR if it called the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx to connect to its MSIs. 
The difference between the ISR and the IMSR is that the IMSR receives an additional parameter that indicates which message caused the interrupt. The prototype for the IMSR is as follows:

typedef

BOOLEAN

(*PKMESSAGE_SERVICE_ROUTINE) (

    IN struct _KINTERRUPT *Interrupt,

    IN PVOID ServiceContext,

    IN ULONG MessageID

    );

The driver provides the ServiceContext parameter to the system as part of its call to IoConnectInterruptEx. The MessageId parameter indicates the zero-based message number that the driver is called to service. Depending on the design of the driver and its device, the driver could use the passed-in MessageId parameter to determine the reason for the interrupt without having to interrogate the device’s status registers. The IMSR can then further process the request, perhaps by queuing a DPC. This design effectively moves the first level of decision-making into the hardware, thereby offloading the driver.

Such a design can help improve overall system I/O throughput by less frequently forcing the buses to serialize their operation. In addition, it’s important to note that the MSI is itself a DMA write transaction. Thus, regardless of whether an IMSR or an ISR handles the MSI, the driver is guaranteed that all write operations by the device to memory have completed when the IMSR is called. It is not necessary, therefore, for the driver to access the device to ensure such consistency.

An important distinction between MSIs and traditional line-based interrupts on the PCI bus is that MSIs have edge-triggered semantics, whereas traditional PCI line-based interrupts have level-triggered semantics. An advantage to edge-triggered semantics is that such devices do not require their interrupts to be acknowledged. As a result, a device may be designed so that the driver does not need to touch the device registers from within the ISR or IMSR.

Another difference between edge-triggered and level-triggered semantics is that, for an edge-triggered device, the driver’s service routine (that is, its ISR or IMSR) must be sure to handle all pending events for a given interrupt before exiting from the service routine. This difference is worth emphasizing because a driver developer who has written drivers only for PCI bus devices will have dealt only with level-triggered interrupt semantics. 

With a level-triggered interrupt, a driver’s ISR could just return after handling only one interrupting condition. If the device in question was interrupting for multiple reasons, it would just interrupt again after the ISR cleared one of those reasons. Ultimately, the ISR would run once for each pending event.

With edge-triggered interrupts, such as MSIs, if multiple identical interrupts occur before the ISR or IMSR begins executing, those interrupts may be “collapsed” into a single interrupt. Note that the two interrupts must be identical and the two interrupts must occur before the first instruction in the ISR or IMSR executes. Thus, a driver for a device that uses MSIs must guarantee that it has handled all events that are pending for the message that caused the interrupt before it exits from its ISR or IMSR. Note that the only identical interrupts may be “collapsed” into a single interrupt. Two separate MSIs for the same device (that is, two MSIs that differ in their data payload or in their target address) will never be collapsed into a single interrupt.

Important note: Every driver that supports MSIs must ensure that it handles its MSIs by using practices that are appropriate for edge-triggered type interrupts. Failure to handle interrupts properly can lead to loss of data or even a device failing to respond.

When a driver attempts to handle multiple events during each invocation of its ISR or IMSR, the ISR or IMSR could sometimes be invoked when no interrupting condition remains on the device. This would be because the driver handled the event that caused the interrupt in a previous invocation of the ISR or IMSR. Such a condition could occur when a second MSI with the same MessageId is generated after the ISR or IMSR has been entered, but before it has completed.

Disconnecting from Interrupts

When the driver no longer wants to process interrupts from the device, after disabling device interrupts, the driver calls the function IoDisconnectInterruptEx.

IoDisconnectInterruptEx takes a pointer to an IO_DISCONNECT_INTERRUPT_PARAMETERS structure as input. The format of this structure is shown below:

typedef struct _IO_DISCONNECT_INTERRUPT_PARAMETERS {

    IN OUT ULONG                       Version;

    union {

        OUT PVOID                      Generic;

        OUT PKINTERRUPT                InterruptObject;

        OUT PIO_INTERRUPT_MESSAGE_INFO InterruptMessageTable;

    } ConnectionContext;

} IO_DISCONNECT_INTERRUPT_PARAMETERS, *PIO_DISCONNECT_INTERRUPT_PARAMETERS;

The driver identifies the interrupts to be disconnected by passing a pointer to either the KINTERRUPT object or the IO_INTERRUPT_MESSAGE_INFO structure pointer that was returned when IoConnectInterruptEx was called.

The type of parameter being passed in to IoDisconnectInterruptEx is indicated by the value in the Version field of the IO_DISCONNECT_INTERRUPT_PARAMETERS. Note that this is the same value that was returned by IoConnectInterruptEx in the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure.

When the CONNECT_FULLY_SPECIFIED or the CONNECT_LINE_BASED version of IoConnectInterruptEx is used, a pointer to a KINTERRUPT object is returned. To disconnect from interrupts that were connected by this method, IoDisconnectInterruptEx may be called as shown in the following example:

IO_DISCONNECT_INTERRUPT_PARAMETERS discParams;

...

RtlZeroMemory( &discParams, sizeof(IO_DISCONNECT_INTERRUPT_PARAMETERS) );

//

// Indicate which type of connection we’re DISconnecting from

//

discParams.Version = CONNECT_FULLY_SPECIFIED;

//

// Provide a pointer to the KINTERRUPT object, that we got from

// calling IoConnectInterruptEx

//

discParams.ConnectionContext.InterruptObject = devExt->IntObj;

IoDisconnectInterruptEx(&discParams);

When the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx is used, either a pointer to a KINTERRUPT object or a pointer to an IO_INTERRUPT_MESSAGE structure may be returned. The value that is returned depends on whether an MSI or a line-based interrupt was connected.

A simple way of dealing with this variability is shown in the following example:
IO_DISCONNECT_INTERRUPT_PARAMETERS discParams;

...

RtlZeroMemory( &discParams, sizeof(IO_DISCONNECT_INTERRUPT_PARAMETERS) );

//

// Indicate which type of connection we’re DISconnecting from

//

discParams.Version = devExt->Version;

//

// Provide a pointer to the Connection Context that we got from

// calling IoConnectInterruptEx

//

discParams.ConnectionContext.Generic = devExt->ConnectionContext;

IoDisconnectInterruptEx(&discParams);

Note that the example above assumes that the driver saved the contents of the Version field that IoConnectInterruptEx returned. It also assumes that either the KINTERRUPT pointer or the IO_INTERRUPT_MESSAGE pointer was saved as a PVOID. In the above example, the driver saved both of these values in the device extension.
Best Practices for Supporting Message-Signaled Interrupts

This section provides reminders and tips for drivers and devices that want to support MSIs in Windows Vista.

· Do remove calls in your existing drivers to the traditional function IoConnectInterrupt. Instead, call the CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx. Recall that on Windows 2000 and later systems, this version of IoConnectInterruptEx can be used, as described previously in this paper.

· Do consider supporting MSI-X, either instead of or in addition to supporting MSI, if your device supports multiple messages. MSI-X provides greater flexibility than MSI in several ways. It places fewer restrictions on the number of messages; any number of messages up to 2,048 may be requested. It also allows individual messages to be targeted to specific processors or groups of processors.

· Do be sure that your MSI-capable device and driver support the use of traditional PCI line-based interrupts as an alternative to MSIs. Although MSIs and line-based interrupts are never used simultaneously, devices and their drivers must support line-based interrupts to enable the device to work in systems in which MSI support is not available. Driver writers can test this case by setting the MSISupported value in the registry to 0.

· Do be sure that your MSI-capable device and driver can communicate by using a single MSI in place of a larger number of MSIs that your device or driver may request. If it is not possible to grant the number of messages that the device or driver requests, Windows provides a single MSI to be used instead. Driver writers can test this case by setting the MessageNumberLimit value in the registry to 1.

· Do be sure that your driver properly supports the edge-triggered semantics of MSIs by processing all events that are indicated by a particular interrupt MessageId in each invocation of the IMSR. 
Interrupt Affinity
Windows Vista allows a driver to specify an affinity policy. This policy defines the requested subset of processors on which interrupts from its device are serviced. Establishing an interrupt affinity policy is supported on Windows Vista systems with Advanced Configuration and Power Interface (ACPI) for devices that use traditional line-based interrupts or MSIs. Establishing an interrupt affinity policy is likely to be particularly useful on NUMA systems.

It is important to realize that establishing an affinity policy represents a request by the driver and its device, not an absolute constraint. In some cases, particularly when devices use line-based interrupts, it may not be possible to grant the desired policy (such as when interrupts are shared). A driver can check the KAFFINITY mask that is supplied with its interrupt resource to determine if the affinity policy it has requested has been granted.

In earlier versions of Windows, driver writers established interrupt affinity policy by clearing some of the bits in the KAFFINITY value that was provided in the Interrupt.Affinity field of the CmResourceTypeInterrupt resource, prior to passing that KAFFINITY value into IoConnectInterrupt. Unfortunately, Windows has never fully supported this practice, which can lead to many types of problems including interrupt storms and subsequent system failures to respond.

To establish an affinity policy, a driver creates one or more specific registry entries during installation. The INF script that installs the driver typically makes this entry from within the INF’s DDInstall.HW section. The entry is made under the “Interrupt Management” key, appearing under the device’s instance data (hardware key) in the registry. For more information on this INF file section, refer to “INF DDInstall.HW Section” in the Windows DDK.

To specify an interrupt affinity policy, a driver must set the following registry value under the device’s instance data:

\Interrupt Management 

\Affinity Policy 


DevicePolicy: REG_DWORD: InterruptPolicyValue
Where InterruptPolicyValue is one of the following values, indicating the requested device interrupt affinity:

	Symbolic constant
	Value
	Definition

	IrqPolicyMachineDefault
	0x00
	Indicates that the device has not established any affinity policy and uses the policy that was established as a default for the machine.

	IrqPolicyAllCloseProcessors
	0x01
	Connects interrupts to all processors that are located in a NUMA node that is “close” to the device. For non-NUMA machines, this is equivalent to IrqPolicyAllProcessorsInMachine. Thus, this policy can be used on devices that will be installed on both NUMA and non-NUMA machines.

	IrqPolicyOneCloseProcessor
	0x02
	Connects interrupts to one processor. On NUMA machines, one processor located in a NUMA node that is “close” to the device is chosen. On non-NUMA systems, one processor is connected. This is the recommended default value for most drivers.

	IrqPolicyAllProcessorsInMachine
	0x03
	Connects interrupts to all processors in the machine.

	IrqPolicySpecifiedProcessors
	0x04
	Connects interrupts to the processors that are indicated by the KAFFINITY mask that is provided in the AssignmentSetOverride registry value (described below).


If IrqPolicySpecifiedProcessors is specified, AssignmentSetOverride (see below) must be nonzero.
This key may be set from the INF’s DDInstall.HW section, as shown in the following example where the policy IrqPolicyOneCloseProcessor has been selected:

[MyDeviceInstall.hw]

AddReg = MyDeviceregistry

[MyDeviceregistry]

HKR, “Interrupt Management”, 0x00000010

HKR, “Interrupt Management\Affinity Policy”,  
                                 0x00000010

HKR, “Interrupt Management\Affinity Policy”, 






DevicePolicy, 0x00010001, 0x02

When the interrupt affinity policy IrqPolicySpecifiedProcessors is specified, a driver must also set the following registry value under the device’s instance data:

\Interrupt Management 

\Affinity Policy 


AssignmentSetOverride: REG_BINARY: AffinityMask

Where AffinityMask is the KAFFINITY value that indicates which specific processors the device’s interrupts should be connected to. A bit value of one in the mask indicates that the device’s interrupts should be connected to that respective processor.

Interrupt Prioritization

Windows Vista allows a driver to specify the level of urgency of its interrupt relative to those of other devices in the system. This level of urgency is referred to as the device interrupt priority policy. For example, legacy devices (such as comports) require high-priority handling. These types of devices would benefit from a high interrupt priority policy. Other devices that do not require time-critical support, such as a device that generates an interrupt every 10 seconds to indicate its status, might contribute to improved overall system throughput by requesting an IRQL that is lower than that of most other devices in the system. This device would be able to specify a low interrupt priority policy.

The relative urgency of a device interrupt priority policy should inversely correlate with the latency between the device that issues an interrupt and the device’s ISR or IMSR that is being invoked.

Establishing an interrupt priority policy is supported on Windows Vista systems with ACPI and with enabled advanced programmable interrupt controllers (APICs), for devices that use traditional line-based interrupts or MSIs.

Important note: Windows Hardware Quality Labs (WHQL) policy that defines which devices are eligible for higher than normal interrupt priority policy was not determined at the time this paper was written. Do not assume that any device that requires an interrupt policy of IrqArbPriorityHigh is eligible for WHQL signing. Please check with WHQL for current guidelines, at http://www.microsoft.com/whdc/hwtest/default.mspx.

To specify the interrupt priority policy for a device, a driver must set the following registry value under the device’s instance data:

\Interrupt Management 

\Affinity Policy 


DevicePriority: REG_DWORD: InterruptPriorityPolicyValue
Where InterruptPriorityPolicyValue is one of the following values, indicating the requested device interrupt priority policy:

	Symbolic constant
	Value
	Definition

	IrqArbPriorityUndefined
	0x00
	Indicates that the device has not established an interrupt priority policy. In Windows Vista, this is equivalent to specifying IrqArbPriorityNormal.

	IrqArbPriorityLow
	0x01
	Indicates that the device can tolerate longer interrupt latencies than most devices;  Requests a device IRQL that is lower than that of most devices.

	IrqArbPriorityNormal
	0x02
	Indicates that the device can tolerate typical system interrupt latencies. This is the default and is suitable for most Windows devices.

	IrqArbPriorityHigh
	0x03
	Indicates that the device requires the lowest possible interrupt latency;  Requests a device IRQL that is higher than that of most devices.


Note that IrqlArbPriorityNormal, the default value, most closely corresponds to the system’s behavior in earlier versions of Windows.

New Interrupt Registry Parameters in Windows Vista
The enhancements to the Windows interrupt architecture that are present in Windows Vista use the following registry parameters. All the values shown below are located in the registry under the device’s hardware key and are thus typically set in the registry by the DDInstall.HW section of the device’s INF script.

	Subkeys under \Interrupt Management\MessageSignaledInterruptProperties

	Value
	Type
	Description

	MSISupported
	REG_DWORD
	Set to a nonzero value to indicate device support for MSIs.

	MessageNumberLimit
	REG_DWORD
	Maximum number of MSI messages that the driver can manage from one device. Used to limit the number of messages to fewer than those requested by the device itself.


	Subkeys under \Interrupt Management\Affinity Policy

	 Value
	Type
	Description

	DevicePolicy
	REG_DWORD
	One of the following values, which indicates the requested device interrupt affinity:

0x00 IrqPolicyMachineDefault 

0x01 IrqPolicyAllCloseProcessors

0x02 IrqPolicyOneCloseProcessor

0x03 IrqPolicyAllProcessorsInMachine

0x04 IrqPolicySpecifiedProcessors

If IrqPolicySpecifiedProcessors is specified, AssignmentSetOverride (see below) must be nonzero.

	AssignmentSetOverride
	REG_BINARY
	Affinity mask, if DevicePolicy is set to IrqPolicySpecifiedProcessors.

	DevicePriority
	REG_DWORD
	One of the following values, which indicates the relative urgency of interrupts generated by this device, relative to other interrupts in the system:

0x00 IrqArbPriorityUndefined (defaults to IrqArbPriorityNormal)

0x01 IrqArbPriorityLow

0x02 IrqArbPriorityNormal (Most devices choose this value)
0x03 IrqArbPriorityHigh


IoConnectInterruptEx

The IoConnectInterruptEx routine registers a device driver’s ISR or MSR so that it is called when the indicated device interrupts. This function obsoletes the function IoConnectInterrupt for drivers that run on Windows Vista and later systems.

  NTSTATUS 

  IoConnectInterruptEx (

    IN OUT PIO_CONNECT_INTERRUPT_PARAMETERS Parameters
);

Parameters

Parameters 
Pointer to an IO_CONNECT_INTERRUPT_PARAMETERS structure that describes the requested interrupt connection. Fields in this structure are also used to return output information from the function.

Return Value

IoConnectInterruptEx returns STATUS_SUCCESS to indicate successful processing. It may also return a variety of error status values, including the following:

STATUS_INVALID_PARAMETER
STATUS_INVALID_PARAMETER_1
STATUS_INSUFFICIENT_RESOURCES

Headers

Declared in wdm.h and ntddk.h. Include wdm.h or ntddk.h.

Comments

For a detailed description of each field of this structure and how it is used with IoConnectInterruptEx, refer to the description of the IO_CONNECT_INTERRUPT_PARAMETERS, later in this paper.

IoConnectInterruptEx may be used to perform the following functions:

· Connect an interrupt service routine (ISR) to a traditional line-based interrupt that is associated with a given PDO. In this case, the driver writer sets the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure to CONNECT_LINE_BASED and fills in the LineBased portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure.

· Connect an interrupt message service routine (IMSR) to all the message-signaled interrupts (MSIs) that are associated with a given PDO. For this use, the driver writer sets the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure to CONNECT_MESSAGE_BASED and fills in the MessageBased portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure. This version of IoConnectInterruptEx also provides the option to fall back to connecting to a line-based interrupt if no MSIs have been granted to the device.

· Connect an ISR to one line-based interrupt or one MSI, specifying the interrupt resource information that identifies the interrupt to which to connect. This version of IoConnectInterruptEx is most similar to the traditional IoConnectInterrupt function. To use this version of IoConnectInterruptEx, the driver writer sets the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure to CONNECT_FULLY_SPECIFIED and fills in the FullySpecified portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure. Note: This is the only version of IoConnectInterruptEx that is supported on Windows systems earlier than Windows Vista, and then only when the driver is built by using the Windows Vista build environment of the Windows DDK.

All versions of IoConnectInterruptEx require the caller to specify the physical device object (PDO) that is associated with the interrupt to be connected.

If the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx is used, the caller may optionally specify an ISR (by providing a pointer to that routine in the FallBackServiceRoutine field of the MessageBased portion of the structure) in addition to supplying an IMSR. This “fall back” ISR is used only if no MSIs have been granted to the device. In this case, IoConnectInterruptEx connects a single line-based interrupt to the “fall-back” ISR and returns a success status. The caller may determine whether an MSI or a line-based interrupt was used by checking the value that was returned in the IO_CONNECT_INTERRUPT_PARAMETERS Version field.

If the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx is used, no MSIs have been granted to the device and an optional “fall-back” ISR was not provided on the call, IoConnectInterruptEx returns an error status.

If the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx is used and MSIs are available, a pointer to an IO_INTERRUPT_MESSAGE_INFO structure is returned into the location that was pointed to by the InterruptMessageTable field in the MessageBased portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure. The contents of the IO_INTERRUPT_MESSAGE_INFO structure may be used to determine how many MSIs were granted to the device, as well as the characteristics of each of the granted messages.

Example

The following is an example of how to connect the CONNECT_LINE_BASED version of IoConnectInterruptEx to a line-based interrupt. The CONNECT_LINE_BASED version of IoConnectInterruptEx is supported in Windows Vista:

IO_CONNECT_INTERRUPT_PARAMETERS params;

...

RtlZeroMemory( &params, sizeof(IO_CONNECT_INTERRUPT_PARAMETERS) );

//

// Indicate that we're filling in the LineBased structure, to

// connect to a traditional line-based interrupt.

//

params.Version = CONNECT_LINE_BASED;

//

// Provide the pointer to the PDO that identifies the

// device that is associated with this interrupt

//

params.LineBased.PhysicalDeviceObject = PhysicalDeviceObject;

//

// Storage for returned Interrupt Object pointer

//

params.LineBased.InterruptObject = &devExt->IntObj;

//

// Pointer to driver’s Interrupt Service Routine (ISR) and the

// context to be passed into that ISR.

//

params.LineBased.ServiceRoutine = MyDeviceIsr;

params.LineBased.ServiceContext = FunctionalDeviceObject;

//

// As is the case for most drivers, we do not require an

// external spin lock. In this case, the kernel will allocate

// a spin lock to protect our ISR internally. Also, note that

// by specifying SynchronizeIrql as zero, we default to the

// device’s interrupt IRQL.

//

params.LineBased.SpinLock = NULL;

params.LineBased.SynchronizeIrql = 0;

//

// No need to save the FP registers around our ISR

//

params.LineBased.FloatingSave = FALSE;

//

// Connect to the interrupt

//

status = IoConnectInterruptEx(&params);

if (!NT_SUCCESS(status))  {

    ...

}

IoDisconnectInterruptEx

The IoDisconnectInterruptEx routine disconnects a device driver from a previously connected IRS or IMSR.

  VOID 

  IoDiconnectInterruptEx ( 
    IN PIO_DISCONNECT_INTERRUPT_PARAMETERS Parameters 
);

Parameters

Parameters 

Pointer to an IO_INTERRUPT_MESSAGE_INFO structure that describes the interrupt or interrupts to be disconnected. 

Return Value

None. This function is void.

Headers

Declared in wdm.h and ntddk.h. Include wdm.h or ntddk.h.

Comments

The format of the IO_DISCONNECT_INTERRUPT_PARAMETERS structure is as follows:

typedef struct _IO_DISCONNECT_INTERRUPT_PARAMETERS {

    IN OUT ULONG                       Version;

    union {

        OUT PVOID                      Generic;

        OUT PKINTERRUPT                InterruptObject;

        OUT PIO_INTERRUPT_MESSAGE_INFO InterruptMessageTable;

    } ConnectionContext;

} IO_DISCONNECT_INTERRUPT_PARAMETERS, 






*PIO_DISCONNECT_INTERRUPT_PARAMETERS;

Before calling IoDisconnectEx, the IO_DISCONNECT_INTERRUPT_PARAMETERS structure is initialized and filled in with two pieces of information:

· A pointer to a structure that describes the interrupt to disconnect. This pointer is placed in the ConnectionContext.Generic field before calling IoDisconnectInterruptEx. The pointer is either a pointer to a KINTERRUPT object (which was returned from a previous successful call to the CONNECT_LINE_BASED or CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx) or a pointer to an IO_INTERRUPT_MESSAGE_INFO structure (which was returned by a previous successful call to the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx). 

· A value indicating the type of structure that was pointed to by the ConnectionContext.Generic field. This value is provided in the Version field. The values CONNECT_LINE_BASED and CONNECT_FULLY_SPECIFIED indicate that the ConnectionContext.Generic field is pointing to a KINTERRUPT object. The value CONNECT_MESSAGE_BASED indicates that the ConnectionContext.Generic field points to an IO_INTERRUPT_MESSAGE_INFO structure.

This field is usually filled in with the value that was returned by a previous successful call to IoConnectInterruptEx in the Version field of the IO_CONNECT_INTERRUPT_PARAMETERS structure.

Example

An example of how to call IoDisconnectInterruptEx is shown below. This example above assumes that the driver saved the contents of the Version field that IoConnectInterruptEx returned. It also assumes that either the KINTERRUPT pointer or the IO_INTERRUPT_MESSAGE pointer was saved as a PVOID. In the example below, the driver saved both of these values in the device extension.

IO_DISCONNECT_INTERRUPT_PARAMETERS discParams;

...

RtlZeroMemory( &discParams, sizeof(IO_DISCONNECT_INTERRUPT_PARAMETERS) );

//

// Indicate which type of connection we’re DISconnecting from

//

discParams.Version = devExt->Version;

//

// Provide a pointer to the Connection Context that we got from

// calling IoConnectInterruptEx

//

discParams.ConnectionContext.Generic = devExt->ConnectionContext;

IoDisconnectInterrupt(&discParams);

IO_CONNECT_INTERRUPT_PARAMETERS

The IO_CONNECT_INTERRUPT_PARAMETERS structure is used to pass information in, and receive output from, the function IoConnectInterruptEx.

typedef struct _IO_CONNECT_INTERRUPT_PARAMETERS {

    IN OUT ULONG Version;    // Max Version == 3

    union {

        // LINE_BASED Vection

        struct {

            IN  PDEVICE_OBJECT          PhysicalDeviceObject;

            OUT PKINTERRUPT             *InterruptObject;

            IN  PKSERVICE_ROUTINE       ServiceRoutine;

            IN  PVOID                   ServiceContext;

            IN  PKSPIN_LOCK             SpinLock;

            IN  KIRQL                   SynchronizeIrql;

            IN  BOOLEAN                 FloatingSave;

        } LineBased;

        // MESSAGED_BASED Version

        struct {

            IN  PDEVICE_OBJECT              PhysicalDeviceObject;

            union {

                OUT PVOID                       *Generic;

                OUT PIO_INTERRUPT_MESSAGE_INFO  *InterruptMessageTable;

                OUT PKINTERRUPT                 *InterruptObject;

            } ConnectionContext;

            IN  PKMESSAGE_SERVICE_ROUTINE   MessageServiceRoutine;

            IN  PVOID                       ServiceContext;

            IN  PKSPIN_LOCK                 SpinLock;

            IN  KIRQL                       SynchronizeIrql;

            IN  BOOLEAN                     FloatingSave;

            IN  PKSERVICE_ROUTINE           FallBackServiceRoutine OPTIONAL;

        } MessageBased;

        // FULLY_SPECIFIED Version

        struct {

            IN  PDEVICE_OBJECT          PhysicalDeviceObject;

            OUT PKINTERRUPT             *InterruptObject;

            IN  PKSERVICE_ROUTINE       ServiceRoutine;

            IN  PVOID                   ServiceContext;

            IN  PKSPIN_LOCK             SpinLock;

            IN  KIRQL                   SynchronizeIrql;

            IN  BOOLEAN                 FloatingSave;

            IN  BOOLEAN                 ShareVector;

            IN  ULONG                   Vector;

            IN  KIRQL                   Irql;

            IN  KINTERRUPT_MODE         InterruptMode;

            IN  KAFFINITY               ProcessorEnableMask;

        } FullySpecified;

    };

} IO_CONNECT_INTERRUPT_PARAMETERS, *PIO_CONNECT_INTERRUPT_PARAMETERS;

Data Fields

Version

On input, indicates the specific function that IoConnectInterruptEx is being called to perform. If IoConnectInterruptEx returns a success status, this field is set to indicate the type of connection that was made. On return from calling the CONNECT_MESSAGE_BASED or CONNECT_LINE_BASED version of IoConnectInterrupt, if this field is set to CONNECT_FULLY_SPECIFIED, the driver is running on a version of Windows earlier than Windows Vista. The Version field may be one of the following values:

	Value
	Description

	CONNECT_LINE_BASED
	Indicates that a connection to the line-based interrupt that is associated with a particular physical device object is being requested. Input parameters for this version of IoConnectInterruptEx are filled into the LineBased portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure.

	CONNECT_MESSAGE_BASED
	Indicates that a connection to all the MSIs that are associated with a particular physical device object is being requested. Input parameters for this version of IoConnectInterruptEx are filled into the MessageBased portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure.

	CONNECT_FULLY_SPECIFIED
	Indicates that a connection to a single line-based interrupt or MSI is being requested. The interrupt to connect is identified by specific interrupt resource information that is provided in the FullySpecified portion of the IO_CONNECT_INTERRUPT_PARAMETERS structure.


LineBased

The LineBased portion of the structure is used to pass parameters into and get information back from the CONNECT_LINE_BASED version of IoConnectInterruptEx. This union has the following members:

PhysicalDeviceObject

Pointer to the physical device object (PDO) that is associated with the interrupt to be connected. When the CONNECT_LINE_BASED version of IoConnectInterruptEx is used, the function determines the interrupt resource information from the PDO.

InterruptObject

Pointer to a location into which to return the KINTERRUPT object pointer, if IoConnectInterruptEx is successful. The KINTERRUPT object represents the connection between the interrupt and the interrupt service routine (ISR).

ServiceRoutine

Pointer to an entry point for the driver-supplied ISR.

ServiceContext

Pointer to a driver-determined value that is supplied as input to the ISR when it is called. Note that the location pointed to by ServiceContext must be resident in nonpaged memory.

SpinLock

Pointer to an initialized spinlock for which the driver supplies the storage. If supplied, this spinlock is used to serialize execution of the driver’s ISR. Depending on the driver’s design, this parameter may be required if the driver must serialize multiple ISRs such as in the case of two ISRs that share the same set of device registers. Typically, a driver provides NULL in this location, which results in the operating system allocating and using an internal spinlock to serialize the ISR.

SynchronizeIrql

This parameter contains the IRQL at which the ISR runs. If NULL, the device IRQL that is associated with the interrupt is used.

FloatingSave

A BOOLEAN value that indicates whether the floating-point state is saved when the driver's device interrupts.

MessageBased

The MessageBased portion of the structure is used to pass parameters into and get information back from the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx. This union has the following members:

PhysicalDeviceObject

Pointer to the PDO that is associated with the MSIs that are to be connected. When the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx is used, the function determines the interrupt resource information from the PDO.

ConnectionContext.Generic

Pointer to a storage location into which IoConnectInterruptEx returns a pointer that describes the interrupt connections that were made. For the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx, the value returned is either a pointer to the KINTERRUPT object or a pointer to an IO_INTERRUPT_MESSAGE_INFO structure. The ConnectionContext.Generic field is typed as a PVOID to facilitate access to this pointer before the type of data is known. 

Note: The ConnectionContext.InterruptMessageTable and ConnectionContext.InterruptObject fields of this structure are part of a union (see the data structure definition provided above) and thus refer to the same storage locations as ConnectionContext.Generic.

ConnectionContext.InterruptMessageTable

The same location as ConnectionContext.Generic, typed as a pointer to a IO_INTERRUPT_MESSAGE_INFO structure.

ConnectionContext.InterruptObject

The same location as ConnectionContext.Generic, typed as a pointer to a KINTERRUPT object.

MessageServiceRoutine

Pointer to an entry point for the driver-supplied IMSR. The specific MSI that is responsible for a specific call to the driver’s IMSR is indicated by the MessageID parameter that is passed to the IMSR. The driver’s IMSR has the following type:

typedef

BOOLEAN

(*PKMESSAGE_SERVICE_ROUTINE) (

    IN struct _KINTERRUPT *Interrupt,

    IN PVOID ServiceContext,

    IN ULONG MessageID

);
ServiceContext

Pointer to a driver-determined value that is supplied as input to the IMSR when it is called. Note that the location pointed to by ServiceContext must be resident in nonpaged memory.

SpinLock (optional)

Pointer to an initialized spinlock for which the driver supplies the storage. If supplied, this spinlock is used to serialize execution of the driver’s IMSR for all MSIs that are associated with this device. Depending on the driver’s design, this parameter may be required if the driver accesses a shared set of device registers from within its IMSR. Typically, a driver provides NULL in this location, which results in the operating system allocating and using an internal spinlock to serialize the IMSR.

SynchronizeIrql (optional)

If nonzero, this parameter contains the IRQL at which one or more IMSRs run. If zero, IoConnectInterruptEx computes the necessary IRQL by using the highest IRQL that is assigned to any of the device’s MSIs. 

FloatingSave

A BOOLEAN value that indicates whether the floating-point state is saved when the driver's device interrupts.

FallBackServiceRoutine (optional)

Pointer to an entry point for the driver-supplied ISR to be used if the device was not granted any MSIs. Providing this pointer allows a driver to automatically fall back to supporting a single line-based interrupt if MSIs are not available. On successful return from calling the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx, a driver may determine whether a line-based interrupt or an MSI was connected by examining the value returned in the Version field.
FullySpecified

The FullySpecified portion of the structure is used to pass parameters into and get information back from the CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx. This union has the following members:

PhysicalDeviceObject

Pointer to the PDO that is associated with a single line-based interrupt or MSI to be connected. The interrupt resources passed in the other fields of this structure must describe an interrupt that is associated with this PDO
.

InterruptObject

Pointer to a location into which to return a KINTERRUPT object pointer, if IoConnectInterruptEx is successful. The KINTERRUPT object represents the connection between the interrupt and the ISR.

ServiceRoutine

Pointer to an entry point for the driver-supplied ISR.

ServiceContext

Pointer to a driver-determined value that is supplied as input to the ISR when it is called. Note that the location that is pointed to by ServiceContext must be resident in nonpaged memory.

SpinLock

Pointer to an initialized spinlock for which the driver supplies the storage. If supplied, this spinlock is used to serialize execution of the driver’s ISR. Depending on the driver’s design, this parameter may be required if the driver must serialize multiple ISRs such as in the case of two ISRs that share the same set of device registers. Typically, a driver provides NULL in this location, which results in the operating system allocating and using an internal spinlock to serialize the ISR.

SynchronizeIrql

This parameter contains the IRQL at which the ISR executes.

FloatingSave

A BOOLEAN value that indicates whether the floating-point state is saved when the driver's device interrupts.

ShareVector

Specifies whether the interrupt vector is sharable or not. 

Vector

Specifies the interrupt vector that is passed in the interrupt resource at the u.Interrupt.Vector member of CM_PARTIAL_RESOURCE_DESCRIPTOR. 

IRQL

Specifies the DIRQL passed that is in the interrupt resource at the u.Interrupt.Level member of CM_PARTIAL_RESOURCE_DESCRIPTOR. 

InterruptMode

Specifies whether the device interrupt is LevelSensitive or Latched. 

ProcessorEnableMask

Specifies a KAFFINITY value that represents the set of processors on which device interrupts can occur in this platform. This value is passed in the interrupt resource at u.Interrupt.Affinity. 

IO_INTERRUPT_MESSAGE_INFO

The IO_INTERRUPT_MESSAGE_INFO structure is used by the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx to return information about the MSIs that have been connected. Upon successful completion, a pointer to this data structure is returned by IoConnectInterruptEx to the location that is pointed to by the MessageBased.ConnectionContext.InterruptMessageTable field of the IO_CONNECT_INTERRUPT_PARAMETERS structure.

typedef struct {

    KIRQL       UnifiedIrql;

    ULONG       MessageCount;

    IO_INTERRUPT_MESSAGE_INFO_ENTRY MessageInfo[1];

} IO_INTERRUPT_MESSAGE_INFO_ENTRY,

*PIO_INTERRUPT_MESSAGE_INFO_ENTRY;

Data Fields

UnifiedIrql

If a pointer to a spinlock was specified as input to IoConnectInterruptEx (in the SpinLock field of the IO_CONNECT_INTERRUPT_PARAMETERS structure), UnifiedIrql contains the IRQL at which all the IMSRs that are associated with the device are called. Otherwise, UnifiedIrql contains a zero.
MessageCount

The count of MSIs that are granted to the device and hence connected by the driver. 
MessageInfo

A vector of MessageCount IO_INTERRUPT_MESSAGE_INFO_ENTRY structures. Each entry describes one MSI to which the caller was connected.

IO_INTERRUPT_MESSAGE_INFO_ENTRY

The IO_INTERRUPT_MESSAGE_INFO structure describes a single MSI that was connected by using the CONNECT_MESSAGE_BASED version of IoConnectInterruptEx.

typedef struct {

    PHYSICAL_ADDRESS    MessageAddress;

    KAFFINITY           TargetProcessorSet;

    PKINTERRUPT         InterruptObject;

    ULONG               MessageData;

    ULONG               Vector;

    KIRQL               Irql;

    KINTERRUPT_MODE     Mode;

    KINTERRUPT_POLARITY Polarity;

} IO_INTERRUPT_MESSAGE_INFO_ENTRY,

 *PIO_INTERRUPT_MESSAGE_INFO_ENTRY;

Data Fields

MessageAddress

The address that the device uses to generate this MSI. 
TargetProcessorSet

A bitmask KAFFINITY-typed value that indicates the set of processors that the message can interrupt. If this MSI can interrupt any processor, the low “x” bits in the KAFFINITY value are set, where “x” is the number of processors in the machine.

InterruptObject

A pointer to an opaque KINTERRUPT object that describes this interrupt and its connection to the IMSR.

MessageData

The value that the device writes to MessageAddress (appearing previously in this structure) to generate the interrupt. This value is either partially or entirely opaque to the device and driver, depending on whether the device implements PCI 2.2 MSI or PCI 3.0 MSI-X.

Vector

The interrupt vector that is associated with this interrupt.

IRQL

The IRQL that is associated with the interrupt. If the UnifiedIrql field of the IO_INTERRUPT_MESSAGE_INFO structure was nonzero, then this is the value that UnifyIrql specifies.

Mode

The interrupt mode for the device, as indicated by one of the following values:

	Value
	Definition

	LevelSensitive
	The interrupt is level-triggered. This is the typical mode for PCI interrupts that do not use MSIs.

	Latched
	The interrupt is edge-triggered. This is the typical mode for PCI interrupts that use MSIs.


Polarity

A value that indicates whether the specified interrupt is active high or active low.

Windows Logo Program Issues

This white paper recommends some best practices that might become a part of the Windows Logo Program, although the decision had not been taken at the time of writing this paper. These best practices are summarized below:
· While specifying the priority policy for their interrupts, drivers must not pick IrqArbPriorityHigh. For details, refer to “Interrupt Prioritization,” in this paper.

· Use the new API IoConnectInterruptEx instead of the traditional IoConnectInterrupt. For details, refer to “New Interface for Connecting to Interrupts,” in this paper.
Call to Action and Resources

Call to Action:

· For device manufacturers: 

Implement MSI or MSI-X in any new device, particularly if they attach to PCI-X or PCI-Express.

· Implement MSI for devices that generate only a single message.

· Implement MSI-X for any device that generates multiple messages.

· For driver developers: 

· Use the new IoConnectInterruptEx API instead of the IoConnectInterrupt API to connect interrupts.

· Modify your driver to support MSI or MSI-X, following the guidelines described in this paper.

· Use new interrupt policy mechanisms to specify interrupt affinity policy.

· Do not modify the affinity mask received in start resources to specify affinity policy.

· Do not choose IrqArbPriorityHigh when specifying the interrupt priority policy. 

For questions about Windows Interrupt Architecture, send e-mail to abhisram@microsoft.com.
Resources:

Designed for Microsoft Windows XP Application Specification

http://www.microsoft.com/winlogo/software/windowsxp-sw.mspx


Microsoft Hardware and Driver Developer Information

http://www.microsoft.com/whdc/default.mspx
Microsoft Platform Software Development Kit (SDK)

http://msdn.microsoft.com/downloads/
Microsoft Windows Driver Development Kit (DDK)

http://www.microsoft.com/whdc/devtools/ddk/default.mspx
Microsoft Windows Logo Program System and Device Requirements, Version 2.1a

http://www.microsoft.com/whdc/winlogo/default.mspx 
Windows XP Application Compatibility Toolkit

http://msdn.microsoft.com/library/default.asp?url=/nhp/default.asp?contentid=28000911
Microsoft Windows XP Hardware Compatibility Test Kit, Version 11.2

http://www.microsoft.com/whdc/hwtest/default.mspx
� More information on the backward compatibility of IoConnectInterruptEx is provided later in this paper.


� The CONNECT_FULLY_SPECIFIED version of IoConnectInterruptEx is supported on Windows 2000 and later systems when drivers are built as described in “Calling IoConnectInterruptEx on Legacy Systems” later in this paper. 


� Note that drivers that are built using this mechanism are not supported on Windows 98, Windows 98 SE, or Windows Me.


� An ECN to the PCI V2.3 specification for MSI-X was pending at the time this paper was written.


� The 16-message limit does not apply to PCI 3.0 MSI-X Message-Signaled Interrupts.


� At the time this paper was written, we were unaware of implementations of MSI or MSI-X that support the PCI bus by other vendors.


� Described in IA-32 Intel® Architecture Software Developer’s Manual—Volume 3: System Programming Guide, Chapter 8, Section 8.11, “Message-Signaled Interrupts”. This document is Intel order number 245472-009 and is available on the Web at � HYPERLINK "http://www.intel.com/design/pentium4/manuals/253668.htm" ��http://www.intel.com/design/pentium4/manuals/253668.htm�.  


� The disadvantages of interrupt sharing are discussed in The Importance of Implementing APIC-Based Interrupt Subsystems on Uniprocessor PCs, which may be found on the Web at � HYPERLINK "http://www.microsoft.com/whdc/system/sysperf/apic.mspx" ��http://www.microsoft.com/whdc/system/sysperf/apic.mspx�.


� Devices and drivers that support MSIs outside of the PCI 2.2 and PCI 3.0 specification are possible. Such support, however, is beyond the scope of this paper.


� Legacy code may continue to call the deprecated function IoConnectInterrupt instead of IoConnectInterruptEx. However, this practice is strongly discouraged on Windows  Vista and may disqualify drivers from eligibility for WHQL signing. Note that drivers that are built using the WDK may call IoConnectInterruptEx even on legacy systems starting with Windows 2000. See “Using IoConnectInterruptEx on Legacy Systems” in this paper.


� Alternatively, they could be made by a co-installer using SetupDiCreateDeviceInterfaceRegKey, for example.


� In the case of the multiple driver dispatch model, if the interrupt will be handled by the child driver, then the PDO of the child driver must be passed.
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